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PACS Enterprise/ VPN Installation and Log-in
Guide

Table of Contents

OVEIVIEW ...ttt £t £ £ f et £ttt bt e et bbb e e e nn e 2
e = 2= [0 S 3
Install and Activate Duo Mobile APp 0N Cell PRONE ........iii i e e e e e e e e e e e 3
INSTAIICISCO VPN ClIENT. ...ttt e e e e e e e e e e e e e e e e e e e e e e e e s e e e et e e e e e e e snn s e e e e e e esannnnnneeas 4
(@o] g o T=Te (o Y OSSO P PP PO PPPPP 15
INSTAIIQUSE PACS ...ttt oo oo ettt e e e e e e e e et e e e e e e e e e a s b e e et et e e e e e e e e e e e e e e e 17
eHR Viewer Plugin for PACS - CoONfigUIation/SETUD...... . . i eeieeeeieeieeeteteeeeeeeeaeaeeeaeeeeeeeeeeeeeeeneeeseeenseeneesnnesnnssnnennnnennnes 19

Last Updated March 17, 2025
|

eHealth

Saskatchewan ]




Overview

Background: eHS Multi Factor Authentication (MFA) is required to access the eHealth Saskatchewan (eHS)
Virtual Private Network (VPN).
o MFA adds a second layer of security to a customer’s online account. Verifying their identity uses
a second factor (e.g., their personal cell phone — home/work) to prevent anyone but them from
logging in, even if that person knows their password.

2. Login steps to follow which involve MFA:

o The customer enters domain\username and password at the login screen.

o The customer’s cell phone receives a text message from the Duo Mobile app. Customer
selects ‘Approve’ to verify their identity.

o Onceidentity is verified, access to the network is completed.

a. b.

=] - [] -

3. To set up MFA the customer needs to have a personal cell phone (home/work) with the Duo Mobile
App installed. The eHS VPN will deny access unless the cell phone meets the following Pre-
Requisites:

o Anonymous Networks: No using phone through a proxy, Tor, or other VPN networks

o Authentication Methods: Must use Duo Push or Duo Mobile Passcode from cell phone.
o Operating Systems: Android or iOS (Apple)

o Password/Passcode: Must be enabled.

o Screen Lock: Must be enabled.

o Tampered Devices: Phone cannot be ‘rooted’ (Android) or ‘jail broken’ (iOS)

o User Location: Must be in Canada/USA

NOTE: If you are unable to successfully install/log on to Cisco VPN, please call the
Service Desk at 1-888-316-7446 for assistance.
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Pre-Requisite
To install the eHS VPN the user must have the AD credentials.
NOTE: If you have any question or concern, please call the Service Desk at 1-888-316-7446 for

assistance.

Install and Activate Duo Mobile App on Cell Phone

1. Download and install Duo Mobile App available on the Apple App Store or Android Google Play.

£ ) Duo Mobil
| Security made simple

L 7

2. Once the account has been set up, the customer’s cell phone will receive an activation text message similar to the one
shown below:

% A=

+1 (306) 900-4884

Tap to activate Duo Mobile:
https://
duosecurity.com/
activate/
(or
copy/paste into the app)

3. Customer clicks on the activation link in the text message and picks Duo Mobile from choices provided.

IMPORTANT: This link is only good for 24 hours. If the link expires, customer needs to contact the eHS Service Desk to
arrange to be sent a new activation link.

4. The link will open the Duo Mobile App to complete activation of the customer’s account with the message: “Account
added successfully”. A DUO-PROTECTED account will be set up within the Duo Mobile App for eHealth Saskatchewan.

DUO-PROTECTED
eHealth Saskatchewan

eHealth

5. Customer receives a number of messages:

NOTE: To get DUO account created/activated, please call the Service Desk at 1-888-316-7446 for
assistance.
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Install Cisco VPN Client

1. Navigate to https://vpn.ehealthsask.ca. If you get the following error message
“ERR_SSL_VERSIONor_cipher_Mismatch”, try to download AnyConnect Client by navigating to
https://vpn-s.ehealthsask.ca.

=]

This site can’t provide a secure connection

vpn.ehealthsask.ca uses an unsupported protocol.

ERR_SSL_VERSION_OR_CIPHER_MISMATCH

| Details |

2. If using Microsoft Edge, will need to enable the compatibility view in Internet
Explorer Mode.

3. To enable Compatibility mode in Edge, click on the ‘Settings and more’ icon near
the top-right corner of browser, to launch the menu.
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B nNewtadb Cirl+T

B New window Cti+N
B2 New InPrivate window Ctrl+Shift+N
Zoom —_ 100% -+ <
{é Favorites Ctri=Shift+0
f[._‘a Collections Ctrl+ShifteY
@ History Ctrl+H
i Downloads Ctri+)
More tools >
@ Help and feedback >

Close Microsoft Edge

(] Managed by your organization

4. Scroll down and select ‘Settings’.

5. Within “Settings” tab, select ‘Default browser'.

Settings Your profile

| Q  Search settings

Work
I & Profiles

@ Privacy, search, and services
Appearance

[ Start. home, and new tabs

[ Share, copy and paste & Manage account
[f@ Cookies and site permissions T

4 Downloads P Microsoft Rewards
%Q' Family & L

A Languages & Personal info

& Printers 4D Passwords

O System and performance

BH Paymentinfo
) Reset settings

T Accessibility P Import browser data
@ About Microsoft Edge
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6. Under “Internet Explorer compatibility”, click on the drop-down menu next to
“Allow sites to be reloaded in Internet Explorer mode” | select ‘Allow’.

| Internet Explorer compatibilityl

Let Internet Explorer open sites in Microsoft Edge (7 Incompatible sites only (Recommended)

When browsing in Internet Explorer you can choose to automatically open sites in Microsoft Edge

Allow R

I Allow sites to be reloaded in Internet Explorer mode (IE mode]l@

When browsing in Microsoft Edge, if a site requires Internet Explorer for compatibility, you can choose to reload it in Intemet Explt Default

Internet Explorer mode pages
Don't allow

These pages will open in Intemet Explorer mode for 30 days from the date you add the page. No pages have been added to the Ir

mode list yet.

7. Under “Internet Explorer mode pages”, click on the “Add” button.

Internet Explorer mode pages Add

These pages will open in Internet Explorer mode for 30 days from the date you add the page. You have 1 page that'll automatically open in Internet

Explorer maode.

Page Date added Expires

[Y https://vpn.ehealthsask.ca/ 3/4/2024 4/3/2024 T
&

Internet Options
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8. Under “Enter a URL"” add “https://vpn.ehealthsask.ca” and click the “Add” button.

Add a page

Enter a URL:

I https://vpn.ehealthsask.ca I

Cancel

=]
| S

9. Restart the browser for the change to take effect. To complete this, click on the
‘Restart’ option that appears.

Allow sites to be reloaded in Internet Explorer mode (IE mode) (2)

When browsing in Microsoft Edge, if a site requires Internet Explorer for compatibility, you can choose to reload it in Intemet Explorer mode

For this setting change to take effect, restart your browser &) Restart

NOTE: Compatibility or IE mode is now enabled on your browser.

10. If prompted to install ‘ActiveX Control’, click the ‘Download’ button when prompted.

afia]n

cisco AnyConnect Secure Mobility Client

rj_ WebLaunch Using ActiveX for Installation
Please look at the top of your browser for the information
Platform par
" Detection T

- ActiveX

To proceed with set up, select "Install ActiveX Control”.
If you are prompted to Retry or Cancel, select Cancel.
Continuing in 20 seconds [skip].
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11. Once installed, and if the ‘Manual Installation” window is displayed, click ‘AnyConnect VPN’, then

click the ‘Download’ button.

il

AnyConnect Secure Mobility Client

CIsCco
@ WebLaunch Manual Installation
Web-basedinstallation was unsuccessful. If you wish
Platform to install the Cisco AnyConnect Secure Mobility Client,
" Detection you may download an installer package.

Install module(s) below in the listed sequence.

. Platforms supported: Windows 7 SP1 or newer
- Java Detection

AnyConnect VPN

- Download Alternatively, retry the automatic installation.

| Help Download

12. Click ‘Save File’ | ‘Run’ downloaded file | ‘Install’.

Opening anyconnect-win-4,4,03034-core-vpn-webdeploy-k9.exe >

You have chosen to open:

[#5] anyconnect-win-4.4.03034-core-vpn-webdeploy-k9.exe

which is: Binary File (4.9 ME)
from: https://vpn.ehealthsask.ca

Would you like to save this file?

The anyconnect-win-4.4.03034- core-vpn-webdeploy-k9.exe download has completed. Open folder View downloads

This website wants to install the following add-on: ‘AnyConnect Secure Mobility Client’ from ‘Cisco Systems, Inc.’.  What's the risk?
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13. Otherwise navigate to https://vpn.ehealthsask.ca. Then enter your AD credentials and click on the
“Login” button.

@ Cisco Secure Client Downl

X

Download & Install

Download Cisco Secure Client and Install it on your computer.

Download for Windows

Click to Download © Instructions

14. Then Click the “Download for Windows” button.

15. Locate and open the downloaded install package.
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+ 1 [ ¥ | Downloads - a »
n Home Share Viewr ﬂ
= A—Sle - FH Selectall
* L ﬁ Cisco Secure Client Setup X
) Select mone
Pim to Quick Copy Pasi o
BCCess l‘.' 1 Imvert selection
Clipbey Welcome to Cisco Secure Select
« NP Client Setup Wizard &) | SearchDo.. £
1 .
o Quick access hexe |
fEa OneDrive The Setup Wizard will install Cisco Secure Client on
your computer. Click Next to continue or Cancel to Pac kag [=]
it the Setup Wizard.
[ This PC &
e Network
1 itermn =z &
< Back Next > Cancel

16. Click “Next” button on the “Welcome to the Cisco Secure Client Wizard” screen.

17. Agree to the Software License Agreement and click the “Next” button.
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ﬁ Cisco Secure Client Setup

Ready to Install
The Setup Wizard is ready to begin the Typical installation

| #

-
il

Click “Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Clidk "Cancel” to exit the wizard.

Advanced Installer

T e

18. Click the “Install” button to begin installation.

End-User License Agreement
Please read the following license agreement carefully

g A

s
|'r§j .

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

| By clicking accept or using the Cisco Technology, you agree that such use is
governed by the Cisco End User License Agreement and the applicable
Product Specific Terms (collectively, the "EULAT). You also acknowledge and
agree that you have read the Cisco Privacy Statement.

L T T T T TN T SR | P SR ¥ SR T r e ¥
(®) I accept the terms in the License Agreement
(01 do not accept the terms in the License Agreement
Advanced Installer
< Back Next > | Ccancel
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19. You must have elevated privileges to install Cisco Secure Client. When prompted, choose the “Yes”
button to proceed with the installation.

Uiy Bevorst Control

Do you want to allow this app from an
unknown publisher to make changes to yaur
device?

Chllsers\Cisco\AppData\LocalTemphCisco
Wnstaler\ASICCOIWinSetup-Release-web-
deploy.msi

Publisher: Unknemm
File arigan: Hand denee on thes computer

©

20. You have successfully installed the Cisco Secure Client and can begin using it. Click the “Finish”
button to exit the Setup Wizard.




ﬁ Cisco Secure Client Setup X

4 ¢ Completing the Cisco
= " Secure Client Setup Wizard
-
N i

Click the Firish button to exit the Setup Wizard.

Bin
o

21. Launch the Cisco Secure Client from the Start Menu.

([

Calculator

i

Calendar

Camera

Cisco

Cisco Secure Client

oy
n
O

Contact Support

22. Verify you are connected by looking for the following icon in your taskbar. If you
are not connected, how to log on instructions are provided below:
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NOTE: The lock on the icon indicates you are connected. If the lock is not present,
you are not connected.

I
CISCO

VPN Connected to vpn.ehealthsask.ca

12:38 PM

373172

NOTE: If you are unable to successfully log on to Cisco VPN, please call the Service
Desk at 1-888-316-7446 for assistance.
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Connectto VPN

- “

1. Click on the Cisco VPN Icon \'3 in your Task Bar.

2. Ensure the appropriate URL is entered and click ‘Connect’.

Region VPN URL

All Regions https://vpn.ehealthsask.ca

AnyConnect VPN:
Ready to connect.

vpn.ehealthsask.ca

Umbrella:
Umbrella is active.

3. When presented with the login screen, enter your credentials as provided by
eHealth or by your Health Region in the format of DOMAIN\username (e.g.,
HEALTH\johndoe). Call Service Desk: 1-888-316-7446 if you require assistance.

@ Cisco Secure Client | 1.wpn.ehealthsask.ca (Mew) X

Username: | health\kbond |

Fassword: | | |

K Cancel

4. A Duo prompt will automatically be pushed to your device to approve.
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DUO Mobile app on mobile devices

e Onyour mobile device, press Approve to the DUO Mobile app notification.

e Make sure that you have notifications turned ON for the DUO Mobile app on your mobile device. If you do
not have notifications turned ON, you will need to open the DUO Mobile app to approve.

eHealth

Are you logging in to Cisco Firepower
Threat Defense VPN?

@ eHealth Saskatchewan
@ Unknown
@ 2:00PM

health)

Jo

Deny Approve

To Turn Notifications ON for the DUO Mobile application on your mobile phone:

1. iPhone Settings > Notification > Duo Mobile > Allow Notification
2. Android Settings > Apps > Duo Mobile > Show Notification
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Install & Use PACS

1. InEdge (Internet Explorer mode), navigate to http://pacs.ehealthsask.ca.

2. Aninstaller page will launch and will show PACS with a progress bar to indicate the
application is installing. You may need to click the ‘Click here’ link to start the

process.

IntelliSpace PACS Enterprise

Verslon Language
English

InteiESpace PACS Enterprise will be Instailed by the Philips Package Manager. Click
hare 10 install Phaips Package Manager

I you expesance problems with this installabon, please mmwm

WMMMMHIQH}MH by writing email
(Gtelaredtphiips com, Customer Care is avallable 24 hours a day, ?dcpimﬂ:

3. Depending on the security permissions on your computer, you may need to click
on ‘Allow’ to continue with the installation.

rhum:!whmy
- A website wanls to open web content using this
|mmwm

Thm program dots Pt have o valed dortal sgnature that verifies it
i, This o ogram sl ogen outside of Srotected movle pulting your
computer a8 rek. You should only run programs from publishers you st

g 7 e —pa\ 150144 54 1. 231 8.0 Nl Broker.cxe
B | pishe:  Philps Inc.

i ot show me e warning for s progran agan

(_KDM**

This webipage wants to run the following add-on: ‘(Sie Enterprise’ from Phalips Heakheare Informatics, Ine.”  What's the sk
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4. Once the installation is complete. The PACS Login page will appear.

Il IS gy - Fnterprise
Srane o |

5. Enter your username and password and select your region from the ‘Log on to’
drop-down menu.

NOTE: For Private Clinics (NRC) (e.g., private medical practices, dentists, chiropractors,
etc.), use the ‘eHealthSask’ opt

IntelliSpace Radiology - Enterprise
Release 4.7

~ - Theturrent confscHon & ascure
L Logon

Lz Name

Password

Lo o fa AHA Custamers choose
thesr Domain Here

Legan Miie

Lo ation

NRC Customars will select
either eHealthSask ar
e ner
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6. Tolog out of the application, click the ‘X" in the top right corner of the browser window.

Patient Lookup [oXPRa X

|
|E £3 Enterpnsa Tools
i Exam Lookup
satient Lookup g gxcnmons Looks
atient Lookup
E installed Program

eHR Viewer Plugin for PACS - Configuration/Setup

(Note: eHR Viewer Plugin will NOT work on NON SHA devices)

1. Login to PACS IntelliSpace.

2. Click on the 'P' preference icon.

3. Inthe 'Preferences Dialog' window expand 'User Preferences'.

4. Select 'eHR Launcher ISE'".
Preferences Dizlog x
HR Launcher ISE

| eHealth HR Viewer Launcher

Mouze
Saskatchewan ) Version 0.1.11 (ISE Version)

“wiindow “width/Center
Keyboard Shortcuts
Image Processing
ML Integration
Display Preferences

i . Configuration for spplications
: eHR Viewer Username
H Presentaton olate 115) :

Measurements eHR Viewer Password

B System Preferences Organization Code: [¢HS Physicians

Machine Preferences
Save Credentials

+ Network Testing

Technical Support: (306) 337 0600 servicedesk@ehealthsask ca

o | Cancel | gty | Hep |

close all [LARH
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5. Enter your eHR Viewer credentials.

6. Select Enable Plugin

7. Then click on the ‘Save Credentials’ button.

8. Click'OK' to close the 'Preference Dialog' window.

9. Log out of PACS Radiology and log back in to apply the changes.

Cisco Secure Client Upgrade Minimum Requirements

Cisco Umbrella supports all vendor-supported, generally available releases of an operating system
unless otherwise noted.

e Version 5.1.0 and above

e Windows 10 x86 and x64

e Windows 11 x64 and ARM64

e ARM®64 supported only in VPN client, DART, Secure Firewall Posture, Network Visibility Module,
Umbrella Module, and ISE Posture

e macOS 11.xor higher

Note: For FYI Only, feel free to provide the users with this link if they have any questions.
SHA Acceptable Use Policy

https://documentfinder.saskhealthauthority.ca/en/permalink/policies13

Any questions in regard to this policy will be directed to SHADigitalHealth@saskhealthauthority.ca
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